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Did¢jant Siuolaikiniy technologijy sudétingumui ir nuolat auganc¢iam kibernetiniy grésmiy mastui,
dirbtinio intelekto taikymas tampa svarbia kibernetinio saugumo stiprinimo priemone. Masininis
mokymasis, gilusis mokymasis ir kitos dirbtiniu intelektu gristos technologijos leidzia kurti
inovatyvius sprendimus, skirtus anomalijoms ir kenkéjisSkai programinei jrangai aptikti, identifikuoti
grésmes realiuoju laiku, tobulinti autentifikavimo sprendimus ir kurti proaktyvius prevencinius
gynybos mechanizmus. Todél pagrindinis Sios temos tikslas — kurti inovatyvius teorinius ir praktinius
sprendimus, kurie uztikrinty didesnj skaitmeniniy sistemy atsparuma ir patikimumg nuolat
kintancioje kibernetingje aplinkoje.

Artificial intelligence-based solutions to improve cybersecurity

As modern technologies become increasingly complex and the scale of cyber threats continues to
expand, the application of artificial intelligence (Al) has become a critical tool for enhancing
cybersecurity. Machine learning, deep learning, and other Al-driven technologies enable the
development of innovative solutions for detecting anomalies and malware, identifying threats in real-
time, improving authentication methods, and creating proactive defense mechanisms. Therefore, the
primary objective of this research topic is to develop innovative theoretical and practical solutions
that ensure greater resilience and reliability of digital systems in an ever-changing cyber threat
landscape.



